R4 A G\\‘\m?se_ o-g an‘oex'_l'kema
Number _n\eova : S‘bnd\a cf numbers (usun"ua means 'M'Eegexs)

-D ntEion 4.1

Lek a.beZ, we sy a divides b (dencted Ena alb) rj b-ac -jor' Some CceZ.
ln Hhis case, a is said 4o be a divisor of b.

Exqw\'Fle_ 4.1
2|6, 3|6 ,-3|e, 3]-6, bt ate

nlo ‘fo\r‘ all M'l:e.aers n (A little bk odd 45 hawe ol|o)

-Dejln'rﬁiov\ 4 2
An iv\'keadef n>1 1S sad 4 be q "Fﬁw\e lf “he °"l‘6 'Fes'rﬁ'we. divisers cf n are | and n,
otherwise n is called a C.othus‘rEe

Remark . The nuwber | is nerther prime nor cow\Fosﬂ:e..

ExomF\e, 4.2
Fiest -fw Primes : 2.2.5.%.0,13,F,19, .-
Fiest -jew CoMPcs'rba: 4.6,.8.9, 10,10, 14,15, ...

befwt-.am 4.3

Let a,beZ . The %reatest Common  divisor (%c.d) of a ad b is deflv\ed bca
max {deZ : dla and dla}} lf nst both a,b are ©.
%c.d a,b) =

o lf a:b=0
Rewmark : %c::\ (a,0)=lal

Exam‘>|e_ 4.3

Divisors crj 1 : +1,+2, 43, 46,49, +18

Divisors cf Sk, 42, 3, k4, 6, 12

%cd GU8,-r)=6




Question : How o f\v\d %cd(a.b) \f both a2 and b are larae. Ed

Theorem 4.1 (Division P\\:aor'r&\w\)
Let a.beZ with bio. Then there exists W\i%«e_ i,r eZ sudn that o<gr<ibl and Q-b%+\".

o Q
-
b 2k %b
Lemma 4.1

%cd(a,b) = %cd(b,\r) )

Fmgf:

l-f d=%cd(a,b) then dla ad dlb .

-rbwzjom, dla-bg=r.

dlb and dlr ¢d is a common diisor cf b and r) = dS%cd(lo,r)
 d-gedtb,r)  then dlb and e

-n\ereSore, d|bgtr-a

dla ard dlb (d is a common divisor of a and b) = d's ged (e, r)

%cd(a,b) = %cd(b,r) .

Emm‘:‘e Lo (Euclidean N?wrﬂr\w\)
Eind %@(240,(68).

WO = [ x 168 + F2 %cd(ztl-o,(eg) = %cd(leg,}z)
168 = 2xFa + 2 %cdusg,qzn%cd(:fz,m)
Fa = x4 %cd(q-:.,m) = 2%

%cn\(:.uo,(eS) =4

Exercise 4.1
Eind %c:\(&‘-} A24F)
Pns : 43



Theorem 4.2

Let a.beZ . There exists s, + € Z sudh that as+b—&=%cd(a,\>).

Bmmr‘e 45 (Extended Euclidean A‘?VTH\M)

284 = 4% 62 4+ 12 %cd(184,68)=4 2 -1% 8

-1 x(68 - 5x)

CE=28xy +&

Ex 2 -1 x68

2= I=x& 4+4

g = 2wl bx (284 - 4x £3) - 1 x68

bx284 - 25« LR

:Def'm\'t’mn 4 4

Let a.beZ . a and b are said 4o be rela:tixreica prime f %cx:l(a,bhl.

BAMF\Q 4.6
? @) ==
— L—
bucket wrth %lass cup
unknown  volume. 33wl 3L mL water 'EQP

Question : What Slf\cw\H we do So that at the evd we have (wml cf wakter in the bucket 2
By extended  Euclidean Bloperm ged (3. 38) = | = (A3 - T 38

Exevcise 4.2
Let a.b,ceZ . Prove -that
There exsts S,+ € Z sudh Hhat as+bt=cC rf and ovsha ij 3cd<a,b)(c..

Lewma 4.2

let n,a.beZ sudh that nla and nlb , then V\l%cd(a,b)

P

nla and nlb = a=np ond bw\% ’for‘ some. 'F,iel.
There exist 2., teZ sudh hat %cA(a,B)= as+bt

= V\(Ps+zt) where '|>s+zt €Z.
3 hl%cd(a,\:)




'Pmrosx—amq,l

let a.beZ ad let P be a Fﬁme_.lf- plab Ahen pla or plb.
e

Sveﬂ»se Hat plab.

i qu . 1t's donel

lf Pta . sSince p isa prive . we have ged(a.pi= 1.

Then . there exist . te Z sudh taat L=as+pt

b - abs+F(:b
b:Fzs+F-Uo Plab = absn For some. geZ .
b-‘F(%S-\-‘Ua)

Plb

Thesrem 4.3 (Prime  Factorization)

E\:ena Pos‘rtive_ Y e %reptter Yran | can be exFr’essed as a Fvu:\uch of primes

n_a uy\i%;\e. wata.

let S be the st crg all 'Pcsi’bive Mﬁeaers gwedher ‘ran | whidh canmnst  be
e><\>resse::l as a ‘F\'bduch of primes .

Su\ﬂ»se. “dre cmbm.na Then 8 i a nov\emFb.a_ set cf N .

Ba well ovdeﬁw% 'Fﬁmt-rle , S has a least elemenst m. Fir's('.l«a_ .. m cannct be a Pﬁme. ,
So m=ab f"" Some. 'Fosi'bive Mte%ers a.b wth a,b<sm .

—I"r\erejvre_, a.bgs, ie. aand b can be exFressed as a 'Fvoduc&. of primes

but Hren m=ab whicdh can be EKFreSSed as a 'F\roduch of 'Friw\es . (Conbradiction )

i’ E\:e:na -Fos'r‘:ive_ i exr %reatter- Yran | can be e><‘>r~essed as a 'Fvoduct cf primes..

S.A?Pese Yt n is a 'Fosﬂ.‘.ive. Mba%er %naaﬁgr Hran  and n='l>.]>x-~]>..=%%;---%g
where ‘F;'s and i;'s are. “:nrimes.

By pepeston el plggoge > Pl for some

bt & ?Ese_lf B a prime , So Q=P

Ba Swapping the index , we let 2P oand we have PP

'Rzreartm% the obove ,we have r=s and Pg fm— i=1,2, .,

" n _can be e><\>re§ed as a 'Fvocluc:t oﬁ primes a w{u%\e way.




Primes : Elements” cf numbers ! @Q
Y
A X
% @ +6
r A
LN 4
Exercise 4.3

Let a.b,c ez . Show Haat !f clab and %cd(a,cﬁ:l ,then c|b

Some. ’R@»\RS / Qv\esﬁons cf Number _nf\eona H
1) Question : How W\avva ‘Friw\e.s 2
Theorem 4.4

There are 'lvv?\v\'r‘ce.lsg w\ama ‘Fﬁmes.

2) Question : Given a 'Fos'rb‘me ‘m’he%er n . how maniy 'Fﬁw\es s _are Hdhece ?
Let T = I{PeN+= psn B a Pﬁm@.}l i
Theorem 4.5

llm TTin)

e ( TG -t )

=

Think : Ttlooo) = 168 ~ 1992 4 (3,23
(nlooo) -1
3) Tuin Primes : both p and pea are prmes . eq. (3.5) (53, (s (7,19
Question : Are -there ‘wrg\v\\'teha many pairs cf “twoin primes 2
Net taet known  (Tsin 'ane Cov:)ecb/\\'e)

4) Note - 31-(-41- 51 . Sa+l'2'=l'5" , q-‘-n.c:ns’

Question : Given an ivvte%er n>2 . are -there posttive ’m‘bz%ers a,b.c sudn that
a“*bv\:cﬁ ?

Answer : No ! (Feamat Last Theorem )




“The "Rm% cf lvrte%ers Module n
De?n\'t’(on 4.5

et n be a 'Posrt'we. Mte%ers.

lf a.beZ such that nlb-a,-&en we soy a is comgmgwt-tb b modulo n .
and T s dencbed b\a asb (med n)

Removk: " | defma an e%dwalev\ce_ relation ~ on Z  Ca~b .f nlb.a)

—Pro‘;csrhon Lo

lf aza medn) , bk (mod n) , then atbza’+b (med n) and ab=a'lt (mod n).
('Define ~ on Z so that a~b -f n| b-a . The above ‘Fvuros'r(-jon wmeans
l-ﬁ a~a and b~k  then atbaad'+b and aba~ab .

Addrtion  and mAl-E.iF\ica'(-jov\ on Z induce addrtion and mAl-tiF\ica'biov\ on Zfu=2Z. )

ExamFle 4%

223 =2 (mod F) |, 3426 (mod F)
2343% = 2+6 5 & 51 (med F) (C.ow\Fare “o 2343% 5 5F 5l (mod I) )

2B x3% = Ax6 2 1255 (mod F) (Cow\‘:are +o 223 %x34% =382 5 IxilI+5=5 (Gmod 3))

Exaw?\e 4.8

8810

5 =2 (mod F)

(3 3 .3

5°: 5 x5 z085x1n8 =bxbs236=t (mod F)

551 =918 G4 Qe

5 °='56 lﬂ'a('.se') x5 =1 x35:235 =& (med F)

'ProPos\’E:lov\ 4.2 (Cancellatbon )

lj %Cd(C.V\)=l and  acsbe (med n) , tHhen azb ned w)
proof

n|ac-bec=(a-ble ad %cd(c,v\) =l = nla-b i1e. asb (med n)  (see exercise 4.3)

Exawrr\e 4 9

Lx|lsbwxs (mod &) but 14 (mod 6)  Since %c.d(/-f,(a)z)_#l.




axsb (mod n)
Quuestion : How #*o solve axzb (mod n) ?

—Pro?os\’(‘:lon 43

axsb (med n) = solvable if and cn\na if gcd(q.vx)lb
proes
The. e%wr(:ion can be solved <« There exists 1,7:2 such that a'x.+n%=lo

S %cd(a,vﬂlb (see. exercise. 42)

n Parbimlar, r§ P s a prime ,then axsb (med p) s solvable .
Also . i® =, and =%, are solutions cf axzb med P

A - =b-bzo (med 'P) and %d(q.F)=l
“+hen we have le‘-n (or %= (m:AF))

2 Al solxtions  are c.ov%w\e.wt modulo F

ExamF\e 4 \o
Solve 4% =3 (med 9)

Note -Hhat %CA.G-\-.°0=\ , the above Q%Mbon is  Solvable .

Q-4x2 =1 — & C'Bca extended Euclidean q[ger’r&l«wv\)
Q3 4bx(2) =3

L2623 (mod Q)

. -b s one c:f tre solubion cj U= (med )

® shows hat  L4x() = | medA) (or &xF =1 (med Q) l‘f o like )
-> acks eas an..Imerse_"cf 4

In %e.v\era.‘ , bz (med )

EDW) = 2k (mod )

%= -8%¢ = -3 (med Q) (Note -8=1 (mned Q))




Ancstiher IKEQPVM on_ -

™= | (mod )

No'te_ H

We have [41x1 =21

Find BxleZq such Hat  T4IR] =[21
21041 =04

Cor T31&1-01 )

210430 = [2]1021

[l ] A= 6]

=6l (or 21D

Question : Qiven @, neZ , does tt exist me N sudh that Q™= (med n)

Firsﬁta, o™= | (med n) fm‘ some memn’

=> Q.-am—l+ni=l for' Some. iel

= %cd(a.vxhl

However, :f %cd(cz.mﬂ , does . exist me N sudh that Q™= (mod n)

Think : There are on\ta n_elemersts oﬁ Z. . but ED.],EO."],E;],---GZ,\ .

so theve exists z.:)eu*’ RETEN i< such that [1:=[a1

ie. 0.5 =a  (mod n)

Since %cn\(a..vnﬂ . we can cancel a’s and so A2 1 Gmod ).

Defwelm 4.6

let. a.neZ such that %cd(a,v0=l.
The order of a medulo n is the least melN’ such daak Q=1 (mod n) .

E%awrrle. 4.()

Tab\Q of am modv\(o 6

AN

a | 2 2 4 5
o o o o o o
l | I I l I
2 2 4 =2 le=4 =2
2 2 9=3  23=3 81=3 W3=3
4 4 =4 GA=4 285c=4 (o4sh
5| 8 25=1  P5Ss5  OSsl 35=5

odo,6) , gada,6) , aed(3.6), aed4,6) #(
3 3 3 3

Omxev-ofl-.l
Ovde\"c‘?S-'l

%c:lu 6, %cnlcs,e.) =



be:fin\'bien 43
The. E.a\er'-f -ﬁwd:ievx is de'flned \o‘a kf(n)=|{a€lN+: asn and %cd(a,v0=l’;| 'fwr- ne N©

afm=l{(}l=| (f)(’:.)=l{l'i(=l u?csnl{(,:.}ln.
(?(4)=l{l,3}l=l k?(55=l{(,2,3,4'5l=4 afcenl{(,s}ln.
I particdar, lf P is Q prime , @@ ap-L

if %cd(-F,%n . “(’(P@ = cF-n(%-n :

(Nete : gedda.pg) pt i and on\ta if pla or gla )

Theorem 4.6 (Euler’s Theorem )
l-f %Cd(a.vﬂ=l . then a‘fw= L Gmed n).

Exa.mrle. & 2

Table of aw\ module (5 Table df o.m module 5

w (wtth %cd(a.ls) =1) . w (wtth %cd(a.s) =1) .

a { 2 2 4 a L 2 2 L
| | | l
2 2 4 8 ( 2 2 4 3 L
4| n | 3| 3 4 2 \
3| =3 4 3 l 4| 4 |
& & 4 2 L Note. : pes) 4
| L\ |
B3] 13 4 B L
(U3 14 {

Note. : \f(ls) =&




dea o§ 'Fvoef cf Euler’s Theovem -
0 Let (Z4a) = {ladez.: %cc\(a.nhﬂ I('kﬁ\zflnf(m

Prove that # o). Dol e (Z4z) . then Tallsl:[abl e (Z4z) .
2 Let [ale(Z4z) and let j:c-a/,\ﬁ‘—» Zha) defined by $(E) = Lalbl = Lol
Prove that ‘f is b‘:}ec:t’we..

D T W T ad  (Bodeck of all elements an (423" )
Gle@(z) Glez(z)

. [ . " - -
= & 1 [73_‘1(‘&,4‘7_)"[‘] (Note : EBdeZ{z) anxd ‘oca deftr\rl-:\on gcd(i,m-\,

so tt can be cancelled )
[A‘PW'J =0l ie. O.(Pwa\ Cmod )

LS - Let xeZ .

=z B2 %) =, =2 (mod 3)

5 5 B2 %) =, L =3 (med 5)

SSEE I NI 2 W =2 (ned F)

SRR x="
SR ]

Theorem 4.F (Chinese. Remainder Theorem )

Let a,,00,-.0 €Z and n,, N0, N E N' such Hrat %cd(v\;,v\shl fov- all 1.
There exists xeZ such that

X = a, med n,)

X!Q,.Cmnd V\;)

x = Q (mod nY)

et

let N=nn, - and Na=%=n,---nz-.n‘+\~--m

Note. : %cd(w..nj)ﬂ fm" all i#)

> %cc\(vu,l\hh\ > there exist m; . MieZ such that nim+NiMi=1 = NiMiztl (mod ny)
Also MiNi= 0 (mod ny) -for JHi

Then x:?t a;MiN; is a solution .




Fucthermore. |, rf %, % €Z ore Solutions ., then
L -%a= O  (mod ny) fm— tsisk .

X =Kam= O (mod N)

Q=2 , Q.23 , Q=2 , N=33 , N=5, vu=3F

N=323x85«xF =105 , N=35, Ny=2l , Na=15

25 %2+ 3= (-23) = x|+ 5 x-4)=1 ISxl+ FxCG2) =1
U 1} t T T )
M, m, Mo Wy, M% Wiy
= A B;,ﬁ-t-\--\», A=2AxFo + 222 +Ax IS5 =233 =23 (med (05)
Pt
oA OR R - &, Nt NaMa NaMy

tr BB E 4R,
%5 % 5 48 x.

Examr‘e. EN N

Find x€Z sudh that x=3 tmod 8) and %= 5 (med ).
n=8_,n:9 and so %d(y\..ng=%ce\c8,q)=\

Q. =3, a,=5

N=nwn,:= 8x3 =32

N,=%=q=v\, Nf%:g:v\.
et &8xN=1

NM +nwm, =1

Moy + NaMs =1

Let %x23xQx1+5x8xC) =-13 =59 (med )

q| N|M; + Q:.N:.Mi.

Exercise 4.4

Q) Find x€Z sucdh that x=3 med 1) and =13 (med 15).

Ans: X =TFo G(med t05)

b) Find xeZ sudh that x =2 med 3) , x=23 (med 8) and %26 (med 9)
Ans: X =51 (mnod Sok)




RSA cngbos«as-tem
A

A

g =

insecue.  chawnel

Question : How to use on ingecure hamnel +o “oonsmrt data . a  secure wau.g?

Exercise -Tna o fncborrzg_ 8133

Ans: 1331 = 39 x 103 (’Dﬁm&_? )

lwﬁmhmww:bﬁakhfxbvua?ﬁm&cfmhr?wmes!

RSA a\%or’rﬁr\m:

ke:.a %ey\erdbovx \:-3 A

1) Choose. te lax%e. primes p.q and Cowpiate. napg.

2) Compute o0 = PEpQ) = -1Xg-1) and_keep private..

2) Choose (<< Sudr that %cd(e.,«fw)ﬂ (For example., dcose a prime e and ek etn)
4) Find d sudh that ed=1 (med u(:(m) (TThis egcuabm is solvable as %cd(e,«fw) =)

\<ee.1> d ?ﬁvczte_.

OFeru:Eion;

O The pair cf numbers  (n,e)  (called 'Fb\‘ohc. keua) is  released bca A .
2) Swﬂ>ese osm<n is the W\essa%e ‘o be sent 'f\'bw\ R €c A,

B sends Cc=n€ (med n) 4o A inskead . (c is called ciphertext ).

) A c:am\wrtes S modulos n, and Hhe resutt is m ,ie. Cx we s m (mod n)




Lemma 4.3

ol meda m_ (mod 1)

prcs:

'&3 Clhinese remainder -dreorem , m is a soluition of {x =m (mod P)
(€ 3]

L =wm (med %)
"H/\Q’B?ore, .'Fm" oam% Soluttion = af &) . we have x=m (mod n).

Thus , wWhat we need o show are w\edaw\ (med P and w\e&aw\ (mod %) )

ie. med is alto a sdlation cj &, then medavv\ Gmod ) .

Claim H medam (mad ‘F)

Recall : ed =  (med o) S ed =+ kg(;(v\n !+k(‘>-0(%-|)= (+ k((;(P)ce(cL) -fov- some kez.

0§ gedmpr=l. then mi a1 Gnod p)  (Bider’s “theoram)

ko)
QV\A So me_d = W\H.k‘eq»?(i) = M - (m\?(?)) ?(‘L =Em. |k?q>)sm Gmocl 'F)

2) lf %cq\(m,Fb#l . then '|>|m ad so W\ed-e o =m (mod 'F)
S?milav{a ,we can show Hhak S (mod %) )

Emmr‘e 4 (&

Ke\a %ey\erat’ton bn.a A .

1) Cheose two primes p=iL, 2= and Compte. napg = (8%

2) Compute P = PPY = P-g-1) = loxib = (ko andkeep private..

3) Choese l<e< o Suda that %cd(e,cfcm)zl (For NMF\Q" cdhoose a prime e=19)
4) Find d sudh that ed=1 (med g(xm) ie. 19d =1 (mod (6o)

Ry extended Euclidean W, (Ax 5% tlboxEN=1 , te. (Fx5%=( (mod (60)
E 3 ro4
\(&P d -89 ?ﬁva&g..

e d kP(V\)
OF@'&EOV\ :
O Public l:ag (n.e) =(18% ., 1) is  released \oca A .

2) Suﬂ»se oswm=2 <183 is the messwée_ *© be sent fmw\ B € A,
B sends e c'_‘r\>\~er-text Camwsa 2 = 43 (mod nel83) <o A instend

3 A computes meeY = 1352 20 (mod n=183)

Exercise 4.5

Find c “rf we use m=53 (Ans: C=93) , \Ieﬁf&a el answer bé Caom?vt&jn% C.d modulo n.




